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Thi s Usting of claims will replace all prior versions, and listings, of claims in the 

application: 

TJstipg ofgaims ^ 

I . (Cuirently Ajcnended) A method for distributing computer software from a first 

computer system, comprising the j&rst computer system performing: 

maintaining keys of computer systems authorized to access software to be distributed; 
receiving a request for software from a second computer system; 
generating a message; 
encrypting the generated message; 

transmitting the encrypted message to the second computer system; 

receiving an encrypted response from the second computer system; 

detennining whether there is. one maintained key for the second computer system capable 
of decrypting the received encrypted response; 

decrypting the encrypted response with the determined key if there is one determined key; 

determining whether the decrypted respon s e in c l udes a part of ttLC g enerated message 
trat^ smitted to the second computer system, wh erein the second commitet system is authoiy^dto 
access the software if the decrypted response includes the nart of the generated message..an<l 

proeessi flg t he dec t yplcd rcsp o uh e to deter mi n e whether the second com p tt t er system is 
auth o rized to Access tli c-so ftwa r e; wherein the second computer system is not authorized to 
access the software if there is not one maintained key for the second computer system that is 
capable of decrypting the encrypted response or the decrypted response does not includ e the part 
of the generated.message transmitted to the second computer _system : and 

permitting the second computer system access to the software after determining that the 
second computer system is authorized to access the software. 

2» (Original) The method of claim 1, wherein the software comprises software that is 
a member of a set of software types comprising computer programs, data, text, images, sound, 
and video. 
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3. (Original) The method of claim 1, further comprismg transmitting the software to 
the second computer system after perrmitting access. 

4. (Currently Amended) The method of claim 1, wherein generating the message 
ftirther comprises generating a random component to include within the message, and wherein 
detemiimng whether the decrypted response includes the part of the generated message 
comprises dctermming whether the decrypted respons e includes the random component second 
tAjiupul ei' sy slu m is authorized t o access the s o flwAJ i e fm l lic r c o mprises : 

d e termimny w h e U jer tl i c dec r y pt ed ve^ponac includes the gene r ated m e ss^ga tratismi tt c d 
to tlie sec o nd r cumpu te r sys t em, whci ' cin t he sec o nd c o mpulm system is - aaaiorLzed to access tlic 
software if tlie dec r ypted response includes Uie genera t ed message . 

5. (Previously Presented) The method of claim 4, wherein the random component is 
comprised of a time stamp. 

6* (Previously Presented) Tlie method of claim 4, wherein the time stamp is inserted 
at at) offset into the message. 

7. (Original) The method of claim 1 , wherein the software comprises a computer 
program, further comprising automatically causing the installation of the computer software on 
the second computer system when the computer software is transmitted to the second computer 
system. 

8. (Original) The method of claim 1, wherein processing the encrypted response 
further comprises detennining whether a message included in the encrypted response matches the 
generated message, wherein the second computer is authorized to access the software if the 
message included in the encrypted response matches the generated message. 

9. (Previously Presented) The method of claim 8, wherein encrypting the message 
comprises encrypting the message with a private key of the first computer system that is the only 
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key capable ofbeingdectyptedbyapublickeyas^ciated Wiethe first com^^^^^ 
wherein the second computer system maintains the public key that is capable of decryptmg 
messages encrypted with the fir«t computer system's private .ey, whereix, the encrypted response 
received ftom the second compute, system is encrypted with the second computer system's 
private key. wherein the maintained keys comprise public keys fi:om the authorized computer 
systems, wherein processing the encrypted response further comprises decrypting the encrypted 
response with one of the maintained public keys. 

10. (Original) The method of claim 1. wherein the generated message includes a 
random component and arequest for configuration data from the second computer system, 
wherein processing the encrypted response comprises determining whether the response includes 
configuration data for a system that is authorized to access the computer software. 

11. (Previously Presented) The method of claim 10, wherein the generated message is 
encrypted with a private key of the first computer system, wherein the first computer system 
maintains a private key that is the only key capable of being decrypted by a public key associated 
with the first computer system, and wherein the encrypted response is encrypted with a private 
key of the second computer system, wherein the maintained keys comprise public keys from 
authorized computer systems. 

12. (Currently Amended) A method for accessing computer software from a first 
computer system with a second computer system, wherein the second computer system perfonns: 

providing a key to the first computer system capable of decrypting an encrypted response 
from the second computer systan; 

transmitting a request for the sofiware to the first computer system; 

receiving an encrypted message bom the first computer system; 

processing the encrypted message to generate a response message including a part of the 
encrypted message : 

encrypting the response message, wherein the encrypted response message is cjq)able of 
being deciypted by the provided key at the first computer system; 
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transmittibog the encrypted response message to the first computer system; and 
receiving acce$s to the requested software in response to the encrypted response message. 

13. (Original) The method of claim 12, wherein the software comprises software tJiat 
is a member of a set of software types comprising computer pro grams, data, text, images, sound, 
and video. 

14. (Previously Presented) The method of claim 12, wherein the received encrypted 
message is encrypted with a private key of the first computer system that is the only key capable 
of being decrypted by a public key associated with the first computer system-, fiirther comprising; 

decrypting the received encrypted message with the public key associated with the first 
computer system that is the only key capable of decrypting messages encrypted witli the first 
computer system's private key; 

encrypting the decrypted message with the second computer system's private key; and 
transmitting the message encrypted with the second computer system's private key to the 
first computer system, wherein the key made available by the second computer system that is 
capable of decrypting the received encrypted response comprises the public key associated with 
the second computer system. 



AmdL dated November 7» 2005 s 
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15. (Original) The method of claim 12, wherein the received encrypted message 
includes a random component and a request for configuration data from the second computer 
system, fiuHw comprising adding configuration data for the second computer system to the 
decrypted message before encrypting the message with the second computer system's private key. 

16. (Currently Amended) A system for distributing computer software from a first 
computer system to a second computer system, wherein the first computer comprises: 

means for maintaining keys of computer systems authorized to access software to be 
distributed; 

means for receiving a request for software from the second computer system; 
means for generating a message; 
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means for enctypting the generated message; 

xneans for transmitting the encrypted message to the second computer system; 
means for receiving an encrypted response from the second computer system; 
means for detennimng .whether there is one maintained key for the second computer 
system capable of decrypting the received encrypted response; 

means 



for decrypting the encrypted response with the determined key if there is one 



determined key; 

^.t.r. ^ininP v^het ^ '^r fh^. riecrvoted TPsnonse includes a part nf the generated 



means 



n.P.....r. tr^smitt H t>.. ..canA co mnntn- systmi, w hi^m the second computer system is 
...^.^..^ tn ^ce.. ti.. .nfhvnr. if the d Prr ypt^rl m.ponse i^rliide. the part o f tt^e ^ensatg d 
message and rn^aii^ foi piuLL..mb Qi^ dc^i^pM i LJ ^puii^u lu UL l ummc v ^L t ai L i 111 .. . ■ m >r.d 
^ompuLu ^^^l^m u ^uLlioiLul lu acLU,s llic ^ la ftwate; wherein the second computer system is not 
authorized to access the software if there is not one maintained key for the second computer 
system that is capable of decrypting the encrypted response or tT?n decrypted response doesj^ot 
iTif^hide the part nf the generat ed message transmitted to the second co m p uter system; and 

means for permitting the second computer system access to the software after determining 
that the second computer system is authorized to access the software. 

1 7. (Original) The system of claim 1 6, wherein the software comprises software that 
is a member of a set of software types comprising computer programs, dala, text, images, sound, 
and video. 

18. (Original) The system of claim 16, fiirther comprising means for transmitting the 
software to the second computer system after permitting access. 



19. (Currently Amended) The system of claim 16, wherein the means for generating 
the message fiulher comprises generating a random component to include within the message, 
and wherein the means for determining whether the decrypted response includes the part of 
generated message comprises determining whether the decrypted response, jncludes the random 
component second compulei ' svstexu - ls - auth or ized to access the so ft ware ft tr tlier p erfemisi 
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ttei uuiiama Mi ^ ^ fl^ c du^i^p l ul j L. puii . L iutiud L . di . j ^LU ua U . J ui .: ::.i r- trwsim^ 
s uflw Ji t if Llt^ dccryplul i -t Lsp o iue uiLluac^ the gcutidlul jAKflaage. . 

20. (Original) The system of claim 16, wherein the software coniprises a computer 
program, further comprising means for automatically causing the installation of the computer 
software on the second computer system when the computer software is transmitted to the second 
computer system. 

21. (Original) The system of claim 16, wherein the means for processing the 
encrypted response further comprises determining whether a message included in the encrypted 
response matches the generated message, wherein the second computer is authorized to access 
the software if the message included in the encrypted response matches the generated message. 

22- (Previously Presented) The system of claim 21 , wherein the means for encrypting 
the message comprises encrypting the message with a private key of the first con:iputer system 
that is the only key capsible of being decrypted by a public key associated with the first computer 
system, wherein the second computer system maintains the public key that is capable of 
decryptitxg messages encrypted with the first computer system's private key, wherein the 
encrypted response received fiom the second computer system is encrypted with the second 
computer system's private key, wherein the maintained keys comprise public keys fix)m the 
authorized computer systems, wherein the means for processing the encrypted response further 
comprises decrypting the encrypted response with one of the maintained public keys. 

23. (Original) The system of claim 16, wherein the generated message includes a 
random component and a request for configuration data from the second computer system, 
wherein processing the encrypted response comprises detennining whether the response includes 
configuration data for a system that is authorized to access the computer software. 
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24. (Previously Presented) The system of claim 23, wherein the generated message is 
encrypted with a private key of the first computer system, wherein Ihe first computer system 
maintains a private key that is tiiie only key capable of being deciypted by apubUc key associated 
with the first computer system, and wherein the encrypted response is encrypted with a private 
key of the second computer system, wherein the maintained keys comprise public keys from 
authorized computer systems* 

25. (Currently Amended) A system for accessing computer software Srom a first 
computer system vnth a second computer system, wherein tlie second computer system 
comprises: 

means for providing a key to the first computer system capable of decrypting an 
encrypted response from the second computet system; 

means for transmitting a request for the software to the first computer system; 

means for receiving an encrypted message from the first computer system; 

means for processing the encrypted message to generate a response message including a 
part of the encrypted message : 

means for encrypting the response message, wherein the encrypted response message is 
capable of being decrypted by the provided key at the first computer system; 

means for transmitting the encrypted response message to the first computer system; and 

means for receiving access to the requested software in response to tlie encrypted 
response message. 

26. (Previously Presented) The system of claim 25, wh erein the received encrypted 
message is encrypted with a private key of the first computer system that is the only key capable 
of being decrypted by a public key associated with the first computer system, further comprising; 

means for decrypting the received encrypted message with the public key associated with 
the first computer system that is the only key capable of decrypting messages encrypted with the 
first computer system's private key; 

means for encrypting the decrypted message vwth the second computer system's private 
key; and 
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^ fo, «»^.Ung message enoxyp«d wia. scc»nd c™pu.« .y«em's priva« 
,^„*.ft«compu.er system. »be^thekcym.dea«Uableby*eseco». compter 

« is ospaWe of deaypttog fte received e^oypted response comprises > p»blic key ^socaud 
with the second computer system. 

27 (Currently Ainended) An article of manufacture for use in distributing computer 
software from a first computer system the article of manufaclme comprising computer usable 
media including at least one computer program embedded therein that causes tiie first computer 

system to perform: 

maintaining keys of computer systems authorized to access software to be distributed; 
receiving a request for software from a second computer system; 
generating a message; 
encrypting the generated message; 

transmitting the encrypted message to the second computer system; 

receiving an encrypted response from the second computer system; 

determining whether there is one maintained key for the second computer system capable 
of decrypting the received encrypted response; 

decrypting the encrypted response with the determined key if there is one determined key; 

dgtermining whether the decrvpted response includ es a part of the generated message 
transmitted the second com puter system, wherein t he second comnutcr system is authorize . d . tfi 
access the software if the decrypted response includ es the part of the generated message and 
pi ' occBsing - Ui e decxyp t cd resp on se io determin e whetlic r tlic sec o nd LUiuputcr system i s 
cmtliUii^eAil to access tlie softwar e; wherein the second computer system is not authorized to 
access the software if there is not one maintained key for the second computer system that is 
capable of decrypting the encrypted response or the decrypted response docs not includeJhe_pad: 
of the generated message transmitted to the second computer system : and 

permitting the second computer system access to the software after determining that the 
second computer system is authorized to access the software. 
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28. (Original) The article of manufacture of claim 27, wherein the software comprises 
software that is a member of a set of software types comprising computer programs, data, text, 
images, sound, and video. 



the software to the second computer system after permitting access. 

30. {Currently Amended) The article of manufacture of claim 27, wherein generating 
the message fiarther comprises generating a random component to include within the message, 
and wherein determining whether the decrypted restjonse inc ludes the generated message 
comprises determining whether the decrypted response includes the ran dom comnonent second 
c o m p u ter system is a utho r iz e d to access the s o f t ware fiirther c o mprises : 

— : — dctcrminAng - whclhei ' the dec r yp t ed resp o nse includes tlic genera t ed m e ssage tr ai ^ smittcd 
lo the s econd com p u t er syst e m, wherein the sec o nd c o mput er system is auth or ized t o ac c ess the 
soft wca - e if t he dec r ypted rcsp onse^ nc - hi des t he g eneutcd iiiei>sageL 

3 1 . (Previously Presented) The article of manufacture of claim 30, wherein the 
random component is comprised of a time stamp. 

32. (Previously Presented) The article of m anufacture of claim 3 1 , wherein the time 
stamp is inserted at an of3feet into the message. 

33. (Original) The article of manufacture of claim 27, wherein the software comprises 
a computer program, further comprising automatically causing the installation of the computer 
software on the second computer system when the computer software is transmitted to the second 
computer system. 

34. (Original) The article of manufacture of claim 27, wherein processing the 
encrypted response fiirther comprises determinixxg whether a message included in the encrypted 



(Original) Tlie article of manufacture of claim 27, fiirtlier comprising transmitting 
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response matches the generated message, wherein the second computer is authorized to access 
the software if the message included in the encrypted response matches the geaierated message. 

35. (Previously Presented) The article of manufacture of claim 34, wherein encrypting 
the message comprises encrypting the message with a private key of the first computer system 
that is the only key capable of being decrypted by a piiblic key associated with the first computer 
system, wherein the second computer system maintains tlae public key that is capable of 
decrypting messages encrypted with the first computer system's private key, wherein the 
encrypted response received ftom the second computer system is encrypted with the second 
computer system's private key, wherein the maintained keys comprise pubUc keys from the 
authorized computer systems, wherein processing the encrypted response further comprises 
decrypting the encrypted response with one of the maintained public keys. 

36. (Previously Presented) The article ofmanufacture of claim 27, wherein the 
generated message includes a random component and a request for configuration data from the 
second computer system, wherein processing the encrypted response comprises determining 
whether the response includes configuration data for a system that is authorized to access the 
computer software. 

37. (Previously Presented) The article of manufacture of claim 36, wherein the 
generated message is encrypted with a private key of the first computer system, wherein the first 
computer system maintains a private key that is the only key capable of being decrypted by a 
public key associated with the first computer system, and wherein the encrypted response is 
encrypted with a private key of the second compiita- system, wherein the maintained keys 
comprise public keys from authorized computer systems. 

3 8 . (Original) The article of manufactiu-e of claim 2 7, the article of manufacture 
comprising at least one additional software program to cause the second computer system to 
perform: 

transmitting a request for the software to the first computer system; 
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receiving an encrypted message from the first computer system; 
processing the encrypted message to generate a response message; 
transmitting the response message to the first computer system; and 
receiving access to die requested software in response to the response message. 

39. (Previously Presented) The article of manufacture of claim 38, wherein the 
received encrypted message is encrypted with a private key of the first computer system that is 
the only key capable of being decrypted by a public key associated with the first computer 
system, flirfher comprising; 

decrypting the received encrypted message with the public key associated v^th the first 
computer system that is the only key capable of decrypting messages encrypted with the first 
computer system's private key; 

encrypting the decrypted message with the second computer system's private key; and 

transmitting the message encrypted with the second computer system*s private key to the 
first computer system, wherein the key made available by the second computer system that is 
capable of decrypting the received encrypted response comprises the public key associated with 
the second computer system. 



40. (Original) The article of manufacture of claim 3 8 , wherein the received encrypted 
message includes a random component and a request for configuration data fi-om the second 
computer system, fiarther comprising adding configuration data for the second computer system 
to the decrypted message before encrypting the message with the second computer system's 
private key 
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